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Introduction - Motivation

* Online gaming service is a big market (e.g., WoW, ...)
» Requires large server capacities

» Approach: P2P gaming service overlays to reduce server
load (or make server unnecessary)
* All of the players are rationals => Leads to security
issues (i.e., cheating)

Ikram M. Khan | P2P Networks, TUD | Cheating Resistance of Gaming Service Overlays



Introduction - Planettt4

* Spaceship shooter
* n players, m teams

 Asteroid field
e Limits the effective game
world dimensions
 Full 3D or pseudo-2D
(alighed to a plane)

 Points of Interest (POI)
* Bases to be captured
* Incentives: weapons, energy

» Hotspots in player distribution
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Fig: Virtual game world : Fig: Candidate sensor nodes selections, pSense [1]

Newly arrived opponent
’ Sensor nodes Q Neighboring opponent . Candidate sensor node Q Unknown nodes
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Cheating Resistance - Selected DoS Attacks

» Goal of an attacker
* Map logical address (ID) with player's physical ID (IP)
» Mapping leads to DoS attacks

* Assumed scenario
* Open systems - adversary could see payload hence
players' logical address (IDs)

» Key constraint(s)
 Real-time requirements for first person shooter games
e.g., delay < 300ms for real-time strategy games [2]
 Un-linkability of sender/receiver IP - privacy
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Security Analysis and Evaluation

Selected DoS attacks - gaming overlays

» Goal of an attacker
» Map logical address (ID) with player's physical ID (IP)
* Mapping leads to DoS attacks
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Cheating Resistance - Indirection

* P. & H., un-linkability - items are no more and no less
related than they are related concerning the a priori
knowledge.

» => Black box to forward game information among
players
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Cheating Resistance - Indirection

Game Service,
PID

Indirection, P = H(IP)

Underlay, IP
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Security Analysis and Evaluation

e How can anonymity be measured?

» Is there any anonymity metric which could be applied
to indirection-scheme?

« How can we evaluate the effectiveness of attacks on
the anonymity system?

« How can we quantify losses and gains in anonymity?

« How can anonymity metrics reflect the partial or
statistic information often obtained by an adversary?
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Security Analysis and Evaluation
Entropy-based Anonymity Metrics

» S. & D., effective anonymity set - the number of subjects (i.e.,

ID) linked to items of interest (i.e., IP) and the probabilities
assigned to them

« =>The number of IDs linked to the IP

« => Uniformity of the probability distribution
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Security Analysis and Evaluation

» S. & D., effective anonymity set - the number of subjects
(i.e., ID) linked to items of interest (i.e., IP) and the
probabilities assigned to them
» => The number of IDs linked to the IP
« => Uniformity of the probability distribution

 Diaz et al., degree of anonymity - is the ratio of effective
anonymity set with maximum anonymity i.e., H(X)/H

« => What degree of anonymity of the subjects can be
achieved? Focuses on the performance of the scheme
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Summary and Outlook

e SuMmary

 Gaming service overlays
» Un-availability due to DoS on players

 Indirection scheme
* Cheating resistance gaming service overlays

e Security analysis and evaluation
* Outlook
« Real-world implementation and integration to Planetm4

 Comprehensive security, performance, and QoE analysis
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Questions?
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